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1 Introduction
1.1 The Purpose
This is the communication protocol between GPS navigation monitoring product system by VATOP and the service center, in UDP communication mode. This manual, as VATOP VT-GPS4344 product development user documentation, is mainly for the protocol development application between GPS navigation monitoring and the service center.
1.2 Background
· In order to accommodate the development need of current GPS software system, to quicken, promote and improve the application of GPS monitoring software system, combined with the present GPS customers’ demands, we have compiled this documentation so that the ISPs and the terminal producer can develop the communication protocol.
· This software project is initiated by VATOP Technology Co., Ltd and all the GPS project team members of VATOP Technology participated together.
2 Protocol Description
· This documentation defines the data interchange protocol between VATOP Technology VMT and (ISP) service center.
· This protocol is made with the requirement of VATOP intellectual GPS system. ISPs can be authorized by VATOP to use the documentation for software development.

· UDP protocol is limited to this protocol as the transfer protocol. 

· The base data of this protocol is transferred in ASCII code. The numerical values appeared in the protocol, such as CMDID, is a base 16 value in ASCII code  when transferring.
· All the Get Respond, except Name Call, should be given a Feedback report (YHAR) in principle (namely reactive report)

· All the Unicode in the article is UTF-16 format.
· Protocol Note: In the instruction (space) indicates Space Bar, namely “  ”; the Field without length indicates it can be determined according to the actual situation. For example, for Base 16 character string, "4A"或"3A4B" are both the valid format; /r/n indicates Enter to another line.（0x0d、0x0a）。
3 Raw Data
The instructions given by the service center to VMT are all in YHCM command format. The raw data YHCM instruction field includes master head, serial number, instruction content (report code, type code and parameter), checkout and EOT, each field is separated with a space, the format and remarks are as follows:
	Command Format

	YH{space}CM{space}SEQ{space}:COMMADDR|CMDID|CMDARGUS{space}VERIFYCODE\r\n

	Remarks

	YH{space}CM
	Command marking character, is set as “YH{space}CM”

	{space}
	To indicate a Space, which is used to separate each part of an instruction

	SEQ
	Command serial number, accumulated by order, step length is 1, value range 0x01-0x7FFFFFFF, return to the serial number when Enter responds.

	:COMMADDR
	GPS terminal reporting code, generally advise to use SIM number with a “：”in front. 



	CMDID
	Command code

	CMDARGUS
	Command parameter content separated by a semicolon.

	VERIFYCODE
	Verification sum, accumulation of all the characters from “COMMADDR”and the Space behind CMDARGUS, indicated by 2 bytes in base 16.

	Example

	YH CM 1 :13543333199|1|0 3E6

	Call Stop command

	

	Note

	The verification sum in the example below is replaced with FF, cannot be a real value.


3.1Monitoring Command
3.1.1Call Stop
	Command Code
	Command Description
	Command Parameter

	0X0001
	to stop calling
	None
None

	Parameter Description

	0
	No parameter, to fill with zero.

	Parameter example

	YH CM 1 :13543333199|1|0 FF

	Note

	To terminate the GPS terminal data returning, GPS terminal stop returning the locating report after received this command, the terminal has response.


3.1.2 Call Name
	Command Code
	Command Description
	Command Parameter

	0X0002
	Call name
	None

	Parameter Description

	0
	

	Parameter example

	YH CM 3 :13543333199|2|0 FF

	Note

	To ask GPS terminal to pass back a location report immediately, namely a YHAP report.


3.1.3Times Call
	Command Code
	Command Description
	Command Parameter

	0X0003
	Times to be called
	Bcompress;interval;times

	Parameter Description（C M 7 4C54:1001|3|0;20;34; 4D1）

	bcompress
	Compress Symbol,0：uncompressed, 1:compressed. Generally, compressed return is not for GPS mode communication.

	interval
	Report pass back interval, base 16, unit/second, values from 0x01 to 0xffff

	Times
	Times for report pass back, base 16, values from 0x01 to 0xffff

	Parameter example, ask the terminal to pass back a report in 10 seconds interval, total 3 times.

	YH CM 7 :13543333199|3|0;A;3 FF

	Note

	To set up the interval and times of the terminal reporting. After receiving the command, terminal passes back the locating report in the given interval and times. When the reporting times are ended, the terminal stops reporting. The terminal has response.


3.1.4Timing Call
	Command Code
	Command Description
	Command Parameter

	0X0005
	Timing Call
	Bcompress;timeval!timevalGPRS

	Parameter Description

	bcompress
	Compression Symbol, 0: uncompressed, 1:compressed. Generally, compressed return is not for GPS mode communication.

	Timeval!timevalGPRS
	Time interval for reporting pass-back, base 16, unit :second. That before ! is the pass-back time interval in GSM mode and that after ! is the time interval in GPRS. Not for GSM mode, generally, the format is remained.

	Parameter example, asking the terminal to pass back 1 locating report every 30 seconds.

	YH CM e :13543333199|5|0;1E!1E FF

	备注Note

	Also called running call, set up the time interval of GPS terminal pass-back reporting, After receiving the command, the terminal passes back the locating report in sequence till receives the Stop command, the terminal has response.


3.2 Parameter Configuration
3.2.1 GPRS  Parameter
	Command Code
	Command Description
	Command Parameter

	0X0270
	Set up terminal GPRS parameter
	Ipv4;port;APN

	Parameter Description

	Ipv4
	Character string, monitoring center IP address. Ipv4 format, xxx.xxx.xxx.xxx

	port
	Port number expressed in the decimal system.

	APN
	APN character string assigned by moving mode

	Parameter example, to set up the passing back center’s IP address as 211.100.13.50 of GPRS moving terminal, Port 6800, CMNET mode.

	YH CM 10 :13543333199|270|221.122.41.40;6800;CMNET FF   

	Note

	Set up the monitoring terminal IP address by remote control, used at the GPRS moving end, the terminal has response.


3.2.2 Link Maintenance Interval
	Command Code
	Command Description
	Command Parameter

	0X0271
	To set up maintenance interval（心跳包）
	Time

	参数说明 Parameter Description

	Time
	Numeric value, Base 16, indicates the maintenance time interval for GPRS car frame to GPRS net, unit/second.

	Parameter example, to set up an interval of 30 seconds for GPRS moving end sending maintenance report to the center, requiring a response from the terminal.

	YH CM 12 :13543333199|271|1E FF 

	


3.2.3 Mute Monitoring
	Command Code
	Command Description
	Command Parameter

	0X0101
	Mute Monitoring
	Number

	参数说明Parameter Description

	Number
	Character string, no special code, indicates the telephone number that GPS terminal dial back.

	Parameter example, ask the terminal to dial back the telephone number 13543333199 immediately.

	YH CM 19 :13543333199|101|13543333199 FF

	Note

	The center controls GPS terminal to dial back the given telephone number automatically for monitoring, the terminal has response.


3.2.4 Set up dial-forbidden telephones
	Command Code
	Command Description
	Command Parameter

	0X0223
	To set up telephone number not for dialing.
	Startposition;Phone1,phone2,……

	Parameter Description

	Startposition
	The start position of the index, numeric value, base16,1 indicates the first.

	Phone
	Numerous telephone numbers not for dialing,to be separated with “,”, ordinary character string, 32 telephone numbers at most can be set up. Leave it blank for the unset index.

	Parameter example, set up 1st and 2nd telephone numbers not for dialing, 138 1147 3790 and 139 101 27452.

	YH CM 1b :13543333199|223|1;13811473790;13543333199 FF 

	Note

	To set up the dialing forbidden telephone numbers of GPS terminal, to be used combined with control command (0x0027), the terminal has response.


3.3 Alarm Set up
3.3.1 Region Set up
	Typical Command Code
	Typical Command Description
	Typical Command Parameter

	0X0204
	Region set up
	Index;type;geoargs;inout

	Parameter Description (YH CM 1 :13940310247|204|1;2;15752A00!8954400,1BE51D00!44AA200;1 FF) 

	Index
	Region ID, Base 16, range 1--64

	Type & geoargs
	Genre 
	Description
	Fence Parameter
	Parameter Description 

	
	1
	Roundness
	lon!lat,radius
	Longitude! Latitude, radial latitude and longitude unit: ms, whole number, Base16,radial:unit/meter whole number, Base 16.

	
	2
	rectangle
	Leftlon!leftlat,rightlon!rightlat
	Top left corner longitude! Top left corner latitude! Bottom right corner longitude, bottom right corner latitude) latitude and longitude unit: ms, whole number, Base 16.

	
	
	
	
	

	Inout
	1: alarm for entering into the region; 0: alarm for moving out of the region.

	Parameter example, to set up a rectangle fence, when entering into the region, make alarm, region ID=1

	YH CM 1d :13543333199|204|1;2;18f51e52!8982c0a,18f67e52!8971c0a;1 FF    

	Note

	To set up an electronics fence, command format is the same as region alarm setting.


3.3.2 Region Cancel
	Command Code
	Command Description
	Command Parameter

	0X0205
	Region cancel
	index

	Parameter Description

	index
	Region ID, Base 16, range1-16

	Parameter example, cancel the region setting as ID=1.

	YH CM 1e :13543333199|205|1 FF 

	Note


3.3.3 Over-speed Setting
	Command Code
	Command Description
	Command Parameter

	0X0202
	Over-speed setting
	Speed

	Parameter Description

	Speed
	Set speed/cancel alarm, 0: cancel alarm; >0：set up over speed alarm, unit:km/h,Base16.

	Parameter example: set up 74 km for over speed.

	YH CM 26 :13543333199|202|4A FF

	Note

	Remote control/cancel GPS terminal over speed alarm information, require the terminal to has response.


3.4 Message dispatch
3.4.1 Ordinary Message
	Command Code
	Command Description
	Command Parameter

	0X0010
	ordinary message
	Type;content

	参数说明Parameter Description

	Type
	Numeric value, base 16, indicating note type
0：menu message
1： Yes/No message
2：Advertisement message
3：Dispatch message
4： Company message
     5：Public message

	Content
	Character string, content is a base64 code character string in UNICODE.


	Parameter example, send out message “terminal message testing”

	YH CM 27 :13543333199|10|3;fsh673ftT+FtS4vV FF

	Note

	Message sending service to terminal, the terminal will give responding hint or display according to the message type.


3.5 Remote Control
3.5.1 Cancel alarm
	Command Code
	Command Description
	Command Parameter

	0X0060
	cancel alarm
	Type

	参数说明Parameter Description

	Type
	Alarm definition is as follows:

0:cancel the current alarm; 1:emergency alarm; 2: robbery alarm; 3:region alarm; 4: over speed alarm.

	Parameter example, cancel the current alarm

	YH CM 6 :13543333199|60|0 FF

	Note

	When alarming occurs, GPS terminal passes back continuously alarm message till the center send out Alarm Termination command, requiring the terminal has response. Undefined alarm is to be realized by canceling the current alarm.


3.5.2 Control Telephone Authority
	Command Code
	Command Description
	Command Parameter

	0x0027
	Control the telephone authority
	Type

	Parameter Description

	type
	set up the communication status of the car:
0：not for call in、call out, the telephone is not in use.
1：can communicate with the set telephone only.
2：Cancel all the limits, can communicate with any telephone.
3：cancel call in limit, can be called.
4：cancel call out limit, can call out.

	Parameter example, communication is forbidden.

	YH CM 1 :13543333199|27|0 FF

	Note

	To control the communication status of the terminal, for example, can communicate freely, call in only but cannot call out, etc., the terminal has response.


3.6 Center Feedback Report
Logon feedback report：

	YH{space}CR{space}:COMMADDR|N{space}VERFYCODE\r\n


Link maintenance feedback report：

	YH{space}CR{space}:COMMADDR|K{space}VERFYCODE\r\n


Off-line responding report：

	YH{space}CR{space}:COMMADDR|T{space}VERFYCODE\r\n


4 Up Data
4.1 Log on Report  YHAN
Any successful GPRS dialing in any circumstance (including any redialing, such as car’s cold/hot start、re-connection after disconnection), a logon report will be sent to the monitoring center to register your communication address. The terminal repeatedly uploads the report until the reply from the center is received. If the terminal is not positioned, the position message is to be filled with 0.

This report is as follows:
	YH{space}AN{space}:COMADDR{space}UTC|Latitude|Longitude|Altitude|Heading|Speed|
TransactionFlag|OEMStatus|StatusString{space}VERFYCODE\r\n


For example, the terminal logon report:
YH AN :13543333199 060118121010|6b14de0|6b14de0|23|126|12|01,00|02,00|0 FF
center responds:
YH CR :13543333199|N FF 
The explanation to the logon report is as follows, others please refer to locating (YHAP) report.
4.2 Off-line Report YHAT
The terminal terminate GPRS of its own accord, the terminal uploads an Off-line Notice report to the center while the center don’t need to respond the report. The report format refers to the Logon report, with only one difference that the report type is “T”.

4.3 Maintenance Link Report THAK
The terminal is registered successfully in the center, the report should be sent out in the preset time interval to maintain the link established already. If the terminal cannot receive any responding report from the center within 3 times of the maintenance interval, the GPRS link should be re-linked. The time interval is 30 seconds.
Reporting format is as follows:

	YH{space}AK{space}:COMADDR{space}VERFYCODE\r\n


Center responds:
YH CR :13543333199|K FF
4.4 Positioning Report YHAP
	YH{space}AP{space}:COMADDR{space}TIME|Latitude|Longitude|Altitude|Heading|Speed

|TransactionFlag|OEMStatus|StatusString{space}VERFYCODE\r\n


Positioning Report Format Reference
	Element
	Explanation
	Format
	Example
	Note

	COMADDR
	Moving end marking
	COMADDR
	13940161414
	COMADDR is the terminal ID

	TIME
	When reporting is made
	YYMMDDHHmmSS
	060106122530
	 The example shows the time is 30nds,twenty five passed twelve ,Jan.6th,2006. Greenwich Meantime.

	latitude (s/1000)
	Latitude
	ASCII character string in Base 16.
	4EF6D80
	Unit: ms (millisecond), 32bits expressed has symbol integer; North latitude shows  positive, south latitude shows negative.
Latitude = 2234.3511
((((22*60)+34)*60)+0.3511*60)* 1000=81261066=4D7F20A

	longitude (s/1000)
	Longitude
	ASCII character string in Base 16.
	1A649780
	 Unit: ms (millisecond), 32bits expressed has symbol integer; East longitude shows  positive, west longitude shows negative.



	altitude (m)
	ASL
	ASCII character string in Base 16.
	80000000
	Unit: meter, when this value is 0x80000000, it means the value is invalid.

	heading (d)
	Direction
	ASCII character string in Base 16.
	78
	 Unit: degree, value range”0--360

	speeding (m/h)
	Speed
	ASCII character string in Base 16.
	A6B
	Unit: m/h 

	transactionflag
	Alarm status
	One or more ASCII character strings in Base 16 separated by ","
	00000100
	 The first Long value is used to store the alarm status, please refer to the definition of transaction flag; The zero (0) and more behind are used for extension, not for use.

	OEMstatus
	Extension status
	The same as above.
	00000001,
0000017B
	Used to store the extension status, such as no-load, full-load, alternate rotating of tank car, etc,.the second value shows mileage. 

	StatusString
	Status description of the terminal
	The terminal status  information separated by ",", the content is base64 coding character in UNICODE, same as message, refer to 4.13 upload  message.
	
	The working situation information of the car, such as low voltage, broken antenna, etc. 


。

Definition of transaction flag

First LONG Value Part
	Name
	Type Code
	Application Position

	Emergency Alarm/ robbery Alarm
	0x00000001
	

	Over speed alarm
	0x00000002
	

	Region Alarm
	0x00000004
	

	Equipment Breakdown Alarm
	0x00000008
	

	Help Alarm
	0x00000010
	

	Theft alarm
	0x00020000
	

	None positioned
	0x80000000
	

	

	Region-in Alarm

	0x02000000
	

	Region-out Alarm


	0x04000000
	

	Fatigue Driving

	0x01000000
	Fatigue driving(coach) or overtime driving(bus).

	碰撞报警

	0x10000000
	


Definition of Asynchronous Report Extension Status Code (OEMstatus Field)

The first LONG value Part
Remarks: One LONG value in this part can show 16 status positions, lower 16 positions are used to show the status position, and higher 16 positions the status validity of the corresponding position of the lower 16 positions. For example, 0x00000001 shows“heavy vehicle” or “full load”, the vehicle should pass back 0x00010001 to show full load and meantime to activate the status. 0x00000001 shows the status is full load, but the status is invalid. 0x00010000 shows the status is activated, but the status is no load. If all the status is invalid, this part can be omitted. 
	Name
	Type Code
	Remark

	Empty/heavy vehicle
	0x00010001
	Heavy vehicle 1, such as taxi has passenger or not.

	Vehicle ignition
	0x00040004
	

	Main power supply broken alarm
	0x00200020
	

	GPS antenna Open Circuit Alarm
	0x00400040
	

	GPS antenna Short Circuit Alarm
	0x00800080
	

	Power cut Alarm
	0x01000100
	

	Under-voltage Alarm
	0x02000200
	

	GPS receiver Breakdown
	0x04000400
	

	Cutoff alarm
	0x20002000
	Stopped, but not cut off.

	Yawing Alarm
	0x40004000
	


The second LONG value Part
Showing the mileage of vehicle, unit: Km, in Base 16. If the first LONG value is omitted, it is “0,F”, showing the mileage of 16Km.

4.5Terminal Feedback Report  YHAR
Each YHCM command is sent out by the center, the terminal will feedback one YHAR report.

	YH{space}AR{space}:COMADDR|CMDID|CMDARGUS VERFYCODE\r\n


Terminal feedback example is as follows, serial number is 2, parameter 0 means successs.

The center sends out:C M 2 : 13543333199|221.122.41.40;11618;CMNET FF

The terminal feedback:YH A R :13543333199|2|0; FF

5：Center Automatically navigating Command
	Command Code
	Command Description
	Command Parameter

	0X0801
	Destination set up
	LTCode

	Parameter Description

	LTCode
	The terminal navigates automatically according to the destination assigned by the center.

	Parameter example,0060-7040-0360 is the code of the example.

	YH CM 2 :13543333199|801|0060-7040-0360 FF


Center automatically navigating feedback report:
Terminal feed back：YH AR :13543333199|2|0 FF
:
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